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HW  Ethical Behaviours for the IT Industry

Investigative Report 

Ethics and the ICT Workforce 
The issue of ethical behavior in the workplace has taken on new meanings in recent times with corporate governance under close scrutiny and a significant increase in ‘consultancy’ businesses and outsourced supplier arrangements. 

In ICT industries, individuals and small businesses have traditionally plied their services and offered business solutions in this manner at all levels and across all industry sectors. Factors such as the increasing globalization of both the sector and its workforce make the issues of ethical behavior and professional practice become very relevant.
1.
Write a report that discusses why it is important to maintain “ethical” standards in a range of areas (i.e. using email in the office, using the internet for research, communication etc., in such a world-wide industry as the Information Communication Technology (ICT).

2.
Create a one page poster titled Acceptable Use Policy for an office covering use of 

Network resources, including the Internet

3. Consider how ethical misuse can impact on the community.
Addressing a variety of issues from Unit Content: 

· Values, ethics and inclusivity 

Reference - Volume 1 (PDF p64 last paragraph – PDF p73 )Read ICA05 – 

1. Read the first few paragraphs of the document.

This outlines where ethics fits in the ICT profession and the Australian Computer Society’s  documents related to ethics and professional conduct.

You will get many useful hints about behaviours that will enhance your career prospects and the way that human, technical and procedural components integrate in a business organisation. 

(a) Define these “business practice” terms in your own words.







	Corporate governance
	

	Consultancy
	

	Outsourcing
	

	Industry sectors
	

	Globalisation
	


2. Consider this quote from the ACS Society: 

“ ….the Australian Computer Society provides a public voice for the ICT profession and has assumed guardianship of professional ethics and standards in the ICT industry….”

(a) What does this statement actually mean?

(b) Is the ACS “Code of Ethics” a legal or ethical requirement for IT professionals?

How do you know this?

(c) List the pieces of evidence in the first few paragraphs of the document show that there is agreement in the IT industry about the Code of Ethics produced by the ACS?

Analysing the ethical behaviour expected when working in ICT jobs

Read the ACS “Code of Ethics” document

3. List 20 words or phrases found in this Code that describe the ethical behaviours or qualities expected of IT professionals. 

	Honest
	
	
	

	
	respectful of others
	
	

	
	
	
	

	
	
	
	

	
	
	
	diligent


4. In which sections of the “Code of Ethics” are the following issues addressed? 
Find one example section that addresses each issue. Write the statement, not just the Section identifier.

	Business issue

	Section example statement

	Intellectual property
	

	Health and safety

	

	Privacy


	

	Bullying


	

	Security


	

	Being a skilled worker
	

	Respecting colleagues
	

	Accurate advice
	

	Working efficiency
	

	Behaving legally

	

	Care for environment
	

	Professional reputation
	

	Cost analysis
	

	Mature profess-ional conduct
	

	Contributing knowledge
	


Explore the ACS “Code of Professional Conduct and Professional Practice” document
5. Why do “professions” of all kinds have published “codes of ethics” and “rules of conduct” for their members? Explain the advantage this would have for both the members and their clients?

6. While this document outlines what is an expected professional code of behaviour rather than a “law”, there are also some associated legal warnings listed for ICT professionals’ codes of conduct.

What are these?

7. Complete the following table to define the essential elements of a professional standard of ICT industry behaviour for all these aspects as described in the Code of Conduct and professional Practice” . 
Write the summary in one or two sentences of your own. Some examples have been done for you.

	Section
	Simple explanation statement defining the intention of the code

	A.   PERSONAL CONDUCT

	Legal Responsibility
	Work within the law and, if necessary, modify the project to meet legal and client requirements.

	Integrity
	Always be honest with your client and don’t rip them off or deceive them.



	Confidentiality
	The private information or ideas belonging to your client must not be shared around. Keep them private.

	Objectivity and Independence
	

	Competence
	

	Keeping Up-To-Date 

or “Currency”
	(ie: from “being aware of current trends”) Don’t be slack. Keep up to date with skills and knowledge so you provide good service & advice.

	Subordinates
	

	Responsibility to Your Client
	

	Promoting ICT
	

	Image of the Profession 
	ICT is quite a new industry. Don’t do things to stop it from developing a good reputation.

	B. ORGANISATION AND MANAGEMENT OF ICT in BUSINESS

	Strategy
	Make sure that any IT system you put into a business meets its needs properly and works effectively and efficiently.

	Assignment of Tasks
	

	Communication
	

	Accountability
	

	Reporting
	

	C. DEVELOPMENT OF ICT PRODUCTS and SYSTEMS

	Evaluation


	

	System Objectives


	Agree on the system objectives, completion date, cost and security requirements with the client. Plan your time schedule and allow opportunities to check progress.

	Appropriateness of Technology
	

	Project Management and Control
	

	Facilities


	

	Standards


	

	Client Participation


	The clients pays for the system you develop so they must be involved in decision-making and be allowed to comment. Encourage their input & feedback.

	Dependent Tasks


	

	Audit, Maintenance and Documentation
	

	Input/Output


	

	Redundancy


	

	Data Recovery


	

	Testing


	Make sure you have tested all the components separately and as a whole working system. Make absolutely sure the solution works the way it’s supposed to.

	Change Control


	

	Conflict Resolution


	Have a plan for dealing with disagreements with clients

	D.   TESTING

	Planning and Execution
	You need to have a really detailed testing process for hardware and software. Also plan to test systems using mathematical modeling for a whole lot of “what if” situations.

	E.  IMPLEMENTATION

	Training
	

	Planning and Monitoring
	Keep checking as to how everything is working. Ask users to give their feedback too.

	Post Implementation Review
	

	F.  LIVE SYSTEMS

	Processing


	Be efficient when dealing with the information flow in a business. Efficiency of a system is just as important for the client as the proper functioning of the system.

	Monitoring


	

	Maintenance


	

	User Support


	

	G.   PROPOSALS

	Specification for Proposal
	

	Evaluation and Selection


	Make objective and well-informed judgements when comparing tenders (proposals) for a contract. Be discrete with information, don’t accept bribes, be fair and do check that they contain all the right requirements and follow the project “brief”. 

	Proposal Preparation


	

	H . CONTRACTS

	Preparation


	Get some profession advice ( contract lawyer) to draw up contracts with clients. If they are well prepared it saves legal problems and misunderstandings later. 

	Content


	

	I.   PRIVACY, SECURITY AND INTEGRITY

	Degree of Security Required
	

	Monitoring


	

	Disaster Recovery 

(Risk Management)
	

	Confidentiality


	

	Responsibility


	Make sure everyone is very clear about their exact responsibitlity in a project. Do not have overlaps or there will be confusion and inaccuracy happening.

	J.  STANDARDS

	Selection


	

	Compliance


	

	Quality


	

	K.  SPECIAL AREAS

	Identification and Observance
	Identify & plan to deal with and special design needs eg: related to ergonomic considerations, safety or health issues, privacy, or ethical marketing and advertising.

	L. LEGAL REQUIREMENTS IN THE ICT INDUSTRY

	Awareness and Observance
	


8. In your workplace (your school computer lab) there will be “workplace IT access and internet use policies” as listed in your workplace handbook (ie: school policy document or school diary).

Briefly describe the policies/processes and sanctions that are listed which address each of the following issues. 

	Issue for IT use
	Policy or rules for the workplace
	Sanction if you ignore the workplace rules

	A student’s personal privacy 


	Eg: Students have a password to log in to the network and should not tell it to anyone else
	Your workspace could get trashed by stupid people. You will have to wait until Tech Support can give you a new password.

	Cyber safety & bullying
	
	

	Students’ intell-ectual property
	
	

	Copyright awareness 
	
	

	Illegal acquisition of software 
	
	

	Intranet security system integrity 
	
	

	Inappropriate site access
	
	

	Caring for equipment
	
	

	Reporting IT problems
	
	

	Occupational Safety & Health
	
	


9. Publish a list of 6 simple guidelines for safe, efficient, ethical behaviour in your IT workplace. 

Title this “Code of Conduct for Computer Use”. It could be electronic (eg: screen saver) or a printed poster.

You have researched issues and made notes (table above) about a range of issues you could target 

Now write these as very simple phrases of a few words.
(a) Sketch 2 alternative plans for the design layout.
Consider using a corporate logo and colour scheme (ie: in your workplace that would be the school crest and school colours) and other “principles of good design” to make it worthy of publication for your workplace. 
(b) Create a final product using suitable software.
(c) Evaluate it, highlighting the design features that make it appropriate for your audience.

Explain why you have used:

· particular principles and elements of design (eg: the colours, alignment, balance, 

· the type of images you have used

· either CMYK and RGB colour palette

· the file formats in the raw form and the exported work

· the resolution quality for publication (with reference to your product type) 
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